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How should I 
prepare for the 

transition to 
quantum-safe 
cryptography?
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https://csrc.nist.gov/projects/post-quantum-cryptography
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms 

https://csrc.nist.gov/projects/post-quantum-cryptography
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms


https://media.defense.gov/2023/Aug/21/2003284212/-1/-1/0/CSI-QUANTUM-READINESS.PDF 

https://www.ncsc.gov.uk/whitepaper/preparing-for-quantum-safe-cryptography 

https://www.ncsc.gov.uk/blog-post/migrating-to-post-quantum-cryptography-pqc 

https://www.ssi.gouv.fr/en/publication/anssi-views-on-the-post-quantum-cryptography-transition-2/ 

https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf 

https://media.defense.gov/2023/Aug/21/2003284212/-1/-1/0/CSI-QUANTUM-READINESS.PDF
https://www.ncsc.gov.uk/whitepaper/preparing-for-quantum-safe-cryptography
https://www.ncsc.gov.uk/blog-post/migrating-to-post-quantum-cryptography-pqc
https://www.ssi.gouv.fr/en/publication/anssi-views-on-the-post-quantum-cryptography-transition-2/
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf


Recommended read 
for a comprehensive 

overview

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-cryptography.html 

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-cryptography.html


https://ised-isde.canada.ca/site/spectrum-management-
telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf 

MUST read!
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https://ised-isde.canada.ca/site/spectrum-management-telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf
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https://ised-isde.canada.ca/site/spectrum-management-telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf
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https://www.weforum.org/publications/transitioning-to-a-quantum-secure-economy

https://www.weforum.org/publications/transitioning-to-a-quantum-secure-economy


https://www.fsisac.com/knowledge/pqc 
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https://www.fsisac.com/knowledge/pqc


https://www.fsisac.com/knowledge/pqc 
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https://www.fsisac.com/knowledge/pqc


Many different 
recommendations…
What did you do?
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https://cloudsecurityalliance.org/artifacts/practical-preparations-for-the-post-quantum-world/ 

https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf 

https://www.dhs.gov/quantum 

https://www.weforum.org/whitepapers/transitioning-to-a-quantum-secure-economy 

https://quantum-safe.ca/wp-content/uploads/2022/01/CFDIR-Prati-Tech-Quant-EN.pdf 

What we did

https://cloudsecurityalliance.org/artifacts/practical-preparations-for-the-post-quantum-world/
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf
https://www.dhs.gov/quantum
https://www.weforum.org/whitepapers/transitioning-to-a-quantum-secure-economy
https://quantum-safe.ca/wp-content/uploads/2022/01/CFDIR-Prati-Tech-Quant-EN.pdf
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The goals
Santander Quantum Threat Program

Santander Quantum Threat Program

Santander as a quantum-safe enterprise

A smooth and efficient transition to quantum-safe cryptography

A cryptoagile approach to minimize future impacts

In line with recommendation from main agencies and leaders



ExecutePlanDiscoveryProgram definition
Education and 

Awareness

Phases Main Goal Relevant Tasks

Education and 
Awareness

The organization, at all levels, understands the quantum threat, the need 

for action, and the program. Key stakeholders are identified and engaged.

Train the organization

Train third parties

Build a cryptography community

Program 
Definition

Define the global program strategy and governance model.

Create an initial program plan and timeline

Create a program team and a program management office

Identify local stakeholders in business units

Track external stakeholders (regulations, standards, technologies, partners and vendors) 

Discovery

Create the tooling and data management for the program with 

automation at the core.

Identify use cases of cryptography in the Group.

Create the tooling environment to track the usage of cryptography

Identify the time validity for all protected data

Generate data-driven insights

Plan

Establish priorities for the different use cases according to a risk-impact 

evaluation.

Define actions to tackle the threats.

Execute a risk analysis of the cryptography use cases

Design technical solutions for the different use cases

Define a prioritized list of projects 

Execute

Execute the different plans.

Track execution success.

Feedback lessons learned.

Launch local projects

Support local execution with expert analysis. Retrieve feedback

Generate compliance and control reports

The phases
Santander Quantum Threat Program



Threat dimensions
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• The Quantum threat to cryptography can impact Santander in different areas and applications. Actions will span a multiyear timeframe (10-15 years) and need to be prioritized.
• Risk-based priotization will ensure that most relevant use cases will be addressed earlier.
• The following table shows how the risk analysis can be executed. The table features minimum feature relevance as 1 and maximum as 5. The risk is evaluated as a multiplication of 

the value of all features. 

Dimension Use Case Time validity External availability Sensibility Risk

Confidentiality

Public websites encryption with TLS 1 5 5 25

Internal access to servers using SSH 2 1 3 6

Teleworking using VPNs 3 3 5 45

Site to site VPNs using IPSEC 5 3 5 75

Encryption of data at rest on premises (disks, backups...). 5 2 3 30

Encryption of data at rest in the cloud 5 3 5 75

Authentication
Public digital certificates 2 5 5 50

Internal digital certificates 2 1 4 8

Legal History Digital signatures in contracts 5 4 5 100

Risk based prioritization
Santander Quantum Threat Program



Create internal communities



Quantum Threat 
Program

Discovery

New tools

Leverage existing 
intelligence

Cryptography 
standard

Standard as code

Configurations in the
standard

PQ-Public Cloud

Leverage existing
control framework

PQ-PKI

How to transition our
PKI

PQ-Signatures

How to secure existing
signature processes

Quantum-Safe Comms

How to transition
IPSEC

How to transition TLS

PQ-Swift

Inventory in a defined
environment

Coordination Awareness

Roadmap monitoring

Internal activities



Cryptoagility begins with agile standards



Signature algorithm comparison
Santander Quantum Threat Program

NIST Level 1&2 NIST Level 3

NIST Level 5

Low values better
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RSA2048 used as a performance reference as it is often used currently.
It’s classical security (112 bits) is inferior to Level 1 (128 bits).
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https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Marktumfrage_EN_Kryptografie_Quantencomputing.html 

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Marktumfrage_EN_Kryptografie_Quantencomputing.html
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We have little 
expertise on 
cryptography

I understand the 
threat, but I can’t 

engage the 
organization

We still fight with 
obsolete software, 

let alone 
cryptography



I recently surveyed 25 enterprise CISOs and the following 

priorities emerged as key focus areas for 2023:

1. Smart Hiring Among Layoffs

2. TCO Focus On Products

3. Improve Threat Prevention To Combat Cyber 

Turbulence

4. Infrastructure Optimization Expands Attack 

Surfaces

5. Embracing Automation To Enhance 

Cybersecurity Measures

https://www.forbes.com/sites/forbestechcouncil/2023/01/11/the-top-five-priorities-for-enterprise-ciso-in-2023/ 

https://www.forbes.com/sites/forbestechcouncil/2023/01/11/the-top-five-priorities-for-enterprise-ciso-in-2023/
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https://globalriskinstitute.org/publication/2022-quantum-threat-timeline-report/ 

https://globalriskinstitute.org/publication/2022-quantum-threat-timeline-report/


https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Marktumfrage_EN_Kryptografie_Quantencomputing.html 

¡QUANTUM SAFETY WILL NOT BE ACHIEVED IN TIME BY ANY OF THE SURVEY PARTICIPANTS!

https://globalriskinstitute.org/publications/quantum-threat-timeline-report-2020/ 

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Marktumfrage_EN_Kryptografie_Quantencomputing.html
https://globalriskinstitute.org/publications/quantum-threat-timeline-report-2020/


https://english.aivd.nl/publications/publications/2023/04/04/the-pqc-migration-handbook 

https://english.aivd.nl/publications/publications/2023/04/04/the-pqc-migration-handbook


https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Marktumfrage_EN_Kryptografie_Quantencomputing.html 
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https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf 

USA executive actions

https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf


Start using PQC by 
default between 2025 

and 2027

https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF 



https://www.weforum.org/publications/quantum-readiness-toolkit-building-a-quantum-secure-economy/  

Awareness and 
engagement

Cryptography 
management

Collaboration

https://www.weforum.org/publications/quantum-readiness-toolkit-building-a-quantum-secure-economy/
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¡Gracias!



Cryptography Conference

Post-Quantum
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