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Overview S PROJECT LINKS

Draft FIPS 203, FIPS 204 and FIPS 205, which specify algorithms derived from CRYSTALS-Ditithium, CRYSTALS-
KYBER and SPHINCS™, were p ublished August 24, 2023, The public comment period will close November 22,
2023,

Overview

FAQs

News & Updates
PQC Seminars

Mext Talk: Movember 7, 2023

Events

Publications

Presentations

Additional Digital Signature Schemes - Round 1 Submissions

ADDITIONAL PAGES

) Post-Quantum Cryptography Standardization
PQC License Summary & Excerpts

Callfor Proposals

Example Files

Background Round 1 Submissions

MIST initiated a process to solicit, evaluate, and standardize one or more guantum-resistant public-key Round 2 Submissions
crypragraphic algerithms. Full details can be found in the Post-Quantum Cryptography Standardization

page.

Round 3 Submissions

Round 3 Seminars

N recent years, there has been a substantial amount of research on quantum cemputers — machines that exploit Round 4 Submissions

quantum mechanical phenomena to solve mathematical problems that are difficult or intractable for Selected Algorithms 2022
conventional computers. If large-scale quantum computers are ever built, they will be able to break many of the

) . ) ) - o ) ) Workshops and Timeline
public-key cryptosystems currently in use. This would seriously compromise the confidentiality and integrity of

QC Seminars
digital communications on the Internet and elsewhere. The goal of post-quantum cryptography (also called UL ST

quantum-resistant cryptography) is to develop cryptographic systems that are secure against both guantum and External Worksheps

classical computers, and can interoperate with existing communications protocols and networks. Contact Info

Email List (PQC Forum)
PQC Archive

The question of when a large-scale quantum computer will be built is a complicated one. While in the past it was
less clear that large quantum computers are a physical possibility, many scientists now believe it to be merely a
significant engineering challengs. Some engineers even predict that within the next twenty or so years PQC Digital Signature Schemes
sufficiently large quantum computers will be built to break essential

public key schemes curr

Hash-Based Signatures

Historically, it has taken almost two decades to deploy our modern public key cryptography infrastructure.
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Migration to Post-
Quantum

Cryptography

The advent of quantum computing technology will

compromise many of the current cryptographic
algorithms, especially public-key cryptography, which is
widely used to protect digital information. Most
algorithms on which we depend are used worldwide in
components of many different communications,
processing, and storage systems. Once access to
practical quantum computers becomes available, all
public-key algorithms and associated protocols will be
vulnerable to criminals, competitors, and other
adversaries. It is critical to begin planning for the
replacement of hardware, software, and services that
use public-key algorithms now so that information is

protected from future attacks.

https://csrc.nist.gov/projects/post-quantum-cryptography

https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
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BACKGROUND

The Cybersecurity and Infrastructure Security Agency (CISA), the National Security Agency (NSA), and the
National Institute of Standards and Technology (NIST) created this factsheet to inform organizations —
especially those that support Critical Infrastructure — about the impacts of quantum capabilities, and to
encourage the early planning for migration to post-quantum cryptographic standards by developing a
Quantum-Readiness Roadmap. NIST is working to publish the first set of post-quantum cryptographic (PQC)
standards, to be released in 2024, to protect against future, potentially adversarial, cryptanalytically-relevant
quantum computer (CRQC) capabilities. A CRQC would have the potential to break public-key systems
(sometimes referred to as asymmetric cryptography) that are used to protect information systems today.

WHY PREPARE NOW?

A successful post-quantum cryptography migration will take time to plan and conduct. CISA, NSA, and NIST
urge organizations to begin preparing now by creating quantum-readiness roadmaps, conducting inventories,
applying risk assessments and analysis, and engaging vendors. Early planning is necessary as cyber threat
actors could be targeting data today that would still require protection in the future (or in other words, has a
long secrecy lifetime), using a catch now, break later or harvest now, decrypt later operation. Many of the
cryptographic products, protocols, and services used today that rely on public key algorithms (e.g., Rivest-
Shamir-Adleman [RSA], Elliptic Curve Diffie-Hellman [ECDH], and Elliptic Curve Digital Signature Algorithm
[ECDSA]) will need to be updated, replaced. or significantly altered to employ quantum-resistant PQC
algorithms, to protect against this future threat. Organizations are encouraged to proactively prepare for future
migration to products implementing the post-quantum cryptographic standards. This includes engaging with
vendors around their quantum-readiness roadmap and actively implementing thoughtful, deliberate measures
within their organizations to reduce the risks posed by a CROC.
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Next steps in migrating to post-
quantum cryptography

New guidance from the NCSC helps system and risk owners plan their migration
to post-quantum cryptography (PQe).

Preparing for Quantum-Safe

Cryptography
An NCSC whitepaper about mitigating the threat to cryptography from
development in Quantum Computing.

https://www.etsi.org/deliver/etsi tr/103600 103699/103619/01.01.01 60/tr 103619v010101p.pdf

https://www.ncsc.gov.uk/whitepaper/preparing-for-quantum-safe-cryptography

https://www.ncsc.gov.uk/blog-post/migrating-to-post-quantum-cryptography-pqc

https://www.ssi.gouv.fr/en/publication/anssi-views-on-the-post-quantum-cryptography-transition-2/
https://media.defense.gov/2023/Aug/21/2003284212/-1/-1/0/CSI-QUANTUM-READINESS.PDF
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* Federal Office
Lot for Information Security

Recommended read
for a comprehensive
overview

FE
Quantum-safe cryptography -

fundamentals, current developments and
recommendations

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-cryptography.html
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Authored by:

Quantum-Readiness Working Group (QRWG)
of the Canadian Forum for Digital Infrastructure Resilience (CFDIR)

MUST read!

Quantum-Readiness Program Timeline
Recommendations as of June 2023

[ 2021 | 2022 | 2023 | 2024 | 2025 | 2026 | 2027 | 2028 | 2029 | 2030

STAGE | : PLANNING / 5COPE

Preparation

Discovery

~
v

Risk Assessment /
Analysis

Risk Mitigation

Migration to new QSC

Validation

STAGE Il : IMPLEMENTATION

(2021 | 2022 | 2023 | 2024 | 205 | 206 | 2007 | 2028 | 2025 | 2030

https://ised-isde.canada.ca/site/spectrum-management-

telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf



https://ised-isde.canada.ca/site/spectrum-management-telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf
https://ised-isde.canada.ca/site/spectrum-management-telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf

Canadian National Quantum-Readiness BEST PRACTICES AND GUIDELINES
ANNEXES:
Annex A: Glossary 29
Annex B: Recommended Cryptography Use Cases to be Discovered & Documented 31
Annex C: Content Needed to Describe an Organization’s Uses of Cryptography 32
Annex D: Sample Use Case #1 — Using Kerberos for Authentication 33
Annex E: Sample Use Case #2 — PKI/CAs 38
Canadian National Quantum-Readiness Annex F: Sample Use Case #3 — sFTP a4
BEST PRACTICES AND GUIDELINES Annex G: Matrix of Cryptography Use Cases 48
Annex H: Overview of Hybrid Cryptography 51
Annex |: Cryptographic-Agility Exercise Notes 59
1.1 Introduction and Exercise Description 59
1.2 Crypto-Agility Use Case Findings 62
Version 03 - June 12, 2023 APPENDICES:
Appendix A: Quantum-Readiness Myths and FAQs 92
Appendix B: Quantum-Safe Policies, Regulations and Standards 95
B.1 Quantum-Safe Policies a5
B.2 Quantum-5Safe Regulations 96
B.3 Quantum-Safe Standards 96
Appendix C: U.S. NCCoE Project on Migration to PQC a7
Authored by:
Appendix D: PQC Considerations for Blockchain / DLT a8
Quantum-Readiness Working Group (QRWG) A dix E: ti to A the POC Post fa3rd Part 100
of the Canadian Forum for Digital Infrastructure Resilience (CFDIR) ppendixE: Questions to Assess the PQC Posture of a 3rd Party
Appendix F: Template To Catalog Technology Vendor / Supplier PQC Capabilities 105
Appendix G: PQC Roadmap Questions to Ask Vendors 108
https://ised-isde.canada.ca/site/spectrum-management-
telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf



https://ised-isde.canada.ca/site/spectrum-management-telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf
https://ised-isde.canada.ca/site/spectrum-management-telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf

Canadian National Quantum-Readiness

BEST PRACTICES AND GUIDELINES

Version 03 - June 12, 2023

Authored by:

Quantum-Readiness Working Group (QRWG)
of the Canadian Forum for Digital Infrastructure Resilience (CFDIR)

ANNEX I: CRYPTOGRAPHIC-AGILITY EXERCISE NOTES
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MNotes:
1. The cryptography locations are highlighted in yellow. The goal is to change only these.
2. This is the “before” picture. An equivalent “after” picture is needed.

3. Public Certificate Authority (CA), Private CA, and Federated Identity (ID) Provider are
enterprise services used by other systems.

4. The external application uses the public CA and the internal app uses the private CA.
5. The Federated ID Provider provides access for the business users to the internal app.
6. Administrative users can 55H into any box or ‘appliance’.

https://ised-isde.canada.ca/site/spectrum-management-

telecommunications/sites/default/files/attachments/2023/cfdir-quantum-readiness-best-practices-v03.pdf
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Transitioning to a
Quantum-Secure Economy

WHITE PAPER 1 Quantum security vision (see Fig. 7)

SEPTEMBER,2022

Define Enable organizations to transition to quantum-secure ecosysterns and mitigate quanturn threats

2 Drivers for change (see Fig. 8)

. Quantum threat - Cryptography
Identify 1 e 2  Regulatory pressures > 3 Market dynamics «— 4 management neacks
3 Quantum security roadmap
Plan Talent & education (see Fig. 9) Governance & processes (see Fig. 10) Technology & infrastructure (see Fig. 11)
Post-cuantum Cuantum key
cryplography distribution g';‘m'-';._"?fm

4 Key factors for success (see Fig. 12)

Sustainable business &

Execute Standards and certifications Ecosystem cooperation Technological innovation & research long-term | trments

https://www.weforum.org/publications/transitioning-to-a-quantum-secure-economy
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Working Group Working Group
Risk Model Technical Paper Infrastructure Inventory Technical Paper
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March 2023

https://www.fsisac.com/knowledge/pqc
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What we did

Practical Preparations for
the Post-Quantum World

Tasks Every Organization Should be
Performing Now to Prepare

Canadian National Quantum-Readiness

BEST PRACTICES AND GUIDELINES

Version 01 - July 7, 2021

OCTOBER 2021
PREPARING ror
POST-QUANTUM

CRYPTOGRAPHY

In collaboration WORLD
with Deloitte ECONOMIC
FORUM
ags . SN—
Transitioning to a

Quantum-Secure Economy

WHIWFE PAPER
SEPTEMBER,202 2

https://cloudsecurityalliance.org/artifacts/practical-preparations-for-the-post-quantum-world/
https://www.etsi.org/deliver/etsi tr/103600 103699/103619/01.01.01 60/tr 103619v010101p.pdf
https://www.dhs.gov/quantum
https://www.weforum.org/whitepapers/transitioning-to-a-quantum-secure-economy
https://quantum-safe.ca/wp-content/uploads/2022/01/CFDIR-Prati-Tech-Quant-EN.pdf
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Migration strategies and recommendations
to Quantum Safe schemes
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Proposals for a migration program
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Define ldentify Plan Execute
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CFDIR Preparation Discovery Risk Assessment o Migration  Validation
Mitigation
Assess Create a fisk Apply a risk
FSISAC Discovery Assess risk assessment SN Remediation
vendors model
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_ Systems Updating Preparation for  Transition
DHS Data inventory , : "
inventory regulations the transition plan
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The goals

Santander Quantum Threat Program

Santander Quantum Threat Program

%
@ Santander as a quantum-safe enterprise
A smooth and efficient transition to quantum-safe cryptography

0 A cryptoagile approach to minimize future impacts

- Get familiar with the impact of — Conduct larger-scale experiments — Transition to quantum-secure
quantum computing with quantum applications ecosystem

- Conduct quantum readiness and - Invest in proaofs of concept (e.g. — Adopt fully agile cryptography
qguantum risk assessments risk prediction) management

— Create a quantum roadmap - Implement guantum sclutions

~ Trial small-scale proofs of concept where they provide added value

(e.g. crypto-agility)

- Inventory cryptography assets
(very time-intensive)

— Assess quantum opportunities
and their value to the organization

Source: World Economic Forum

& Santander

In line with recommendation from main agencies and leaders
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The phases

Santander Quantum Threat Program

Program definition » Discovery » » Execute

Phases Main Goal CEEELNAESS

Train the organization

The organization, at all levels, understands the quantum threat, the need . . .
Train third parties

for action, and the program. Key stakeholders are identified and engaged. Build a cryptography community

Create an initial program plan and timeline

Define the elobal trat q del Create a program team and a program management office
. o efine the global program strategy and governance model.
Definition & prog &Y & Identify local stakeholders in business units

Track external stakeholders (regulations, standards, technologies, partners and vendors)

Program

) ) Create the tooling environment to track the usage of cryptography
Create the tooling and data management for the program with

Discovery automation at the core. Identify the time validity for all protected data

Identify use cases of cryptography in the Group.
Y yprography P Generate data-driven insights

Establish priorities for the different use cases according to a risk-impact Execute a risk analysis of the cryptography use cases

Plan evaluation. Design technical solutions for the different use cases

Define actions to tackle the threats. Define a prioritized list of projects

Execute the different plans. Launch local projects
Execute Track execution success. Support local execution with expert analysis. Retrieve feedback
Feedback lessons learned. Generate compliance and control reports

& Santander



Threat dimensions

e Recovering
signing private
keys

e Manipulating
signed
documents

e Recovering
authentication
private keys

e Creating fake
credentials

e Harvesting of
comms data
(Harvest now,
decrypt later)

e Encrypted
storage data
(backups)

e Sign malicious
code

#3 Legal history

e Creating fake
documents with

>
B
©
+—
c
3]
©
=
c
@)
@)
—
= valid signatures

#2 Authentication

& Santander




Risk based prioritization

Santander Quantum Threat Program B I OC I() C h G I n

.+ The Quantum threat to cryptography can impact Santander in different areas and applications. Actions will span a multiyear timeframe (10-15 years) and need to be prioritized.

e Risk-based priotization will ensure that most relevant use cases will be addressed earlier.

*  The following table shows how the risk analysis can be executed. The table features minimum feature relevance as 1 and maximum as 5. The risk is evaluated as a multiplication of
| the value of all features.

Dimension Use Case

Public websites encryption with TLS

Internal access to servers using SSH 2 1 3
Teleworking using VPNs 3 3 5 45
Confidentiality
Site to site VPNs using IPSEC 5 3 5 75
Encryption of data at rest on premises (disks, backups...). 5 2 3 30
Encryption of data at rest in the cloud 5 3 5 75
Public digital certificates 2 5 5
Authentication
Internal digital certificates 2 1 4
Legal History Digital signatures in contracts 5 4 5

& Santander
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Create internal communities
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Internal activities

VRN
Quantum Threat
Program
N S
/—\ /—\
Coordination Awareness
N S N S
7N\
Roadmap monitoring
N S
Discovery Cr‘gf;zgzzhy PQ-Public Cloud PQ-PKI PQ-Signatures Quantum-Safe Comms PQ-Swift
N S N S N S
Leverage existing How to transition our How to secure existing How to transition Inventory in a defined
New tools Standard as code . ,
control framework PKI signature processes IPSEC environment
N S N S N S N S N S N S N S
Le\{eragg existing Configurations in the How to transition TLS
intelligence standard



Cryptog raphyStandard Internal

F main - P 15 branches 2 tags

rm ' Merge pull request #107 from

.github/workflows
Cryptography
Implementations
KeyManagement
resources
Annex.md
CryptographyStandard.docx
Governance.md
Intro.md
README.md
changelog.md

gen-changelog.sh

rEErElrEirEirEirElrEirEE BN SN BN BN |

index.txt

Update make-release.ymil

Disallow old cyphers in any case

Merge pull request #107 from

fixing issues 93, 92, 91, 90

Initial git push from C5R repo into main group EM
Create Annex.md

Initial git push from C5R repo into main group EM
added exception management

removed exception management

re-added trivy scan flare

Issue # 10

Initial git push from C5R repo into main group EM

move changelog to end of doc

Cryptoagility begins with agile standards

Go to file

& Watch 0

X 7a22eb8 3 weeksago (%) 222 commits

4 menths ago
2 months ago

3 weeks ago
2 months ago
9 meonths age
5 months ago
9 months ago
2 months ago
2 months ago
2 months ago
4 months ago
9 months ago

2 months ago



Signature algorithm comparison

Santander Quantum Threat Program

Blocl<>chain

NIST Level 1&2

NIST Level 3

e=@==RSA2048 Dilithium2 e=@==FALCON-512 ==@==SPHINCS+-SHA256128s e=@==RSA2048 Dilithium3  ==@==SPHINCS+-SHA256192s
Public Key size (bytes)
1000000
Public Key size (bytes) 100000
1000000 Low values better
10000
100000 Verify (us) 1000 Private key size (bytes)
10000 Private k . 100
. rivate key size
Verify (us) 1000 (bytes)
10,
NIST Level 5
=@==RSA2048 Dilithium5 e=@==FALCON-1024 ==@==SPHINCS+-SHA256256s
Public Key size (bytes) Sign (us) Signature size (bytes)
b 1000000
Si Signat i t
ign (us) ignature size (bytes) 100060
10000 "
Verify (us) 1000 Private key size (bytes) eygen (s)
keygen (us)
Sign (us) Signature size (bytes)
keygen (us)
& Santander

It’s classical security (112 bits) is inferior to Level 1 (128 bits).

RSA2048 used as a performance reference as it is often used currently.



* Federal Office
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Market Survey
on Gryptography and

Quantum comnuting rFlE[EE'E h rEIgL. a-.Drlrl rEqL‘Iremer“ISh{E”- —h
Wa depend on our technology suppliers. _

Fig. 10: If there are no initiatives/projects regarding this topic in your erganization — why not?

There are no suitable products (yet).

Our procurement process does not (yet)
allaey fior it

I'here are no responsible colleagueside-
partments.

Wa have no budget tor it

There are no necessary standards (yet). —

0% 10% 20% 30% 40% 50%

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Marktumfrage EN Kryptografie Quantencomputing.html
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| understand the

threat, but | can’t
engage the
organization

We still fight with
obsolete software,
let alone

cryptography

We have little
expertise on

cryptography

\ Image generated with‘ Byg
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¥ The Top Five Priorities

¥ For Enterprise CISO In

O

¥ 2023

Ivan Novikov Former Forbes Councils Member
Forbes Technology Council
COUNCIL POST | Membership (Fee-Based)

@] CEO of Wallarm, API security company.

O

Pad As technology continues to evolve, the role of the chief

O information security officer (CISO) becomes

(@4 increasingly important in protecting an organization's

I recently surveyed 25 enterprise CISOs and the following

priorities emerged as key focus areas for 2023:

1. Smart Hiring Among Layoffs

2, TCO Focus On Products

3. Improve Threat Prevention To Combat Cyber
Turbulence

4. Infrastructure Optimization Expands Attack
Surfaces

5. Embracing Automation To Enhance

Cybersecurity Measures

https://www.forbes.com/sites/forbestechcouncil/2023/01/11/the-top-five-priorities-for-enterprise-ciso-in-2023/
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2022 OPINION-BASED ESTIMATES OF THE CUMULATIVE PROBABILITY

OF A DIGITAL QUANTUM COMPUTER ABLE

TO BREAK RS5A-2048 IN 24 HOURS, AS FUNCTION OF TIMEFRAME
Estimates of the cumulative probability of a cryptographically-relevant quantum
computer in time: range between average of an optimistic (top value) or pessimistic

(bottom value) interpretation of the estimates indicated by the respondents.
[*Shaded grey area corresponds to the 25-year period, not considered in the questionnaire.]

100%  Interpretation
of responses

@® Optimistic

93%

B Pessimistic 83%

ISLI
80% 799,
00% 55% o W 590,
40%

27% o " 319%

20%

6% 10%

0%
Sy 10y 15y 20y 25y* 30y

https://globalriskinstitute.org/publication/2022-quantum-threat-timeline-report/
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M 9 | Lo ematon securty
x migration time _
A teattimeine
Market Survey -

On crvntogrannv and 0 5 10 15 20 years
0 u a nt u m c 0 m D u tl n g https://globalriskinstitute.org/publications/quantum-threat-timeline-report-2020/

Fig. 7: Please evaluate the following timescales

What is the maximum duration for which
information must be kept confidential by
Yaur arganizations?

When does your organization plan to begin
transitioning to gquantum-resilient
cryptography?

How long do yvou think it will take your
arganization to realize quantum
resiliences
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Sowrce: KPMG in Germany, 2022, figures in parcent,
Hounding drfferences possible

iQUANTUM SAFETY WILL NOT BE ACHIEVED IN TIME BY ANY OF THE SURVEY PARTICIPANTS!

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Marktumfrage EN Kryptografie Quantencomputing.html
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March, 2023 https://english.aivd.nl/publications/publications/2023/04/04/the-pgc-migration-handbook
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USA executive actions

. EXECUTIVE OFFICE OF THE PRESIDENT
5;1 § OFFICE OF MANAGEMENT AND BUDGET
f WASHINGTON, D.C. 20503

THE DIRECTOR

November 18, 2022

M-23-02

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

FROM: Shalanda D. Young dfﬂ D [%.,—a)

Director
SUBJECT:  Migrating to Post-Quantum Cryptography
This memorandum provides direction for agencies to comply with National Security

Memorandum 10 (NSM-10), on Promoting United States Leadership in Quantum Computing
While Mitigating Risk to Vulnerable Cryptographic Systems (May 4, 2022). !

https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf

By May 4, 2023, and annually thereafter until 2035, or as directed by superseding
guidance, agencies are directed to_submit a prioritized inventory of information systems and

assets, excluding national security systems,’ that contain CRQC-vulnerable cryptographic
systems to ONCD and the Department of Homeland Security Cybersecurity and Infrastructure
Security Agency (CISA).*

Within 30 days of the publication of this memorandum, agencies will designate a
cryptographic inventory and migration lead for their organization. Each agency should identify
its lead to OMB using the contact information in Section VII. OMB will rely on these designated
leads for Government-wide coordination and for engagement on planning and implementation
efforts within each organization.

No later than 30 days after the submussion of each annual imventory of eryptographic
systems required under Section II of this memorandum, agencies are required to submit to
ONCD and OMB an assessment of the funding required to migrate information systems and
assets inventoried under this memorandum to post-quantum cryptography during the following

fiscal year. These agency assessments will inform the funding assessments required by NSM-10

Section 3(c)(1v).

Within one year of the publication of this memorandum, CISA, in coordination with NSA

and NIST, will release_a strategy on automated tooling and support for the assessment of agency
progress towards adoption of PQC.

This strategy 1s expected to address discovery options for internet-accessible information

systems or assets, as well as internal discovery of information systems or assets that are not
internet-accessible.
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CNSA 2.0 Timeline

2022 2023 2024 20252026 2027 2028 2029 @Ak} 2031 2032 @AEH

Software/firmware signing L ee—————— O

Web browsers/servers and cloud services —

Traditional networking equipment 9

Operating systems L eee——————— )

Niche equipment LU AN S ——

Custom application and legacy equipment : @
Start using PQC by s CNSA 2.0 added as an option and tested

default between 2025

and 2027 mmm CNSA 2.0 as the default and preferred

@ Exclusively use CNSA 2.0 by this year

https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
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Awareness and

Cryptography

FIGURE 1

Guiding principles to understand the guantum-secure transition

engagement

Ensure the organizational governance structure institutionalizes quantum risk

The gquaniurm threal requires arganizations o algn ther governance structure b her quanium cyber readiness ransition by
defining clear goals, roles and respansibiilies and creating leadership buy-in 10 enforos change effectivey

Raise quanturm risk awareness throughout the organization

Dermyslifying the auanbum threat is key. This recquires thal not only quanbum cyber resdiness expers bul alsan senion leaders and risk
rranagens undenstand the itk and irmpact of tha threal o e ongarization

management

Treat and prioritize quantum risk alongside existing cyber risks

A quantum cyber-ready organization folows a sireciured approach o evaluate and ransge quanbam rigk and ntegrates ritigating
this rigk nbo existing cyber sk management procedures

Make strategic decisions for future technology adoption

hdanaging quarium risk provides arganizalions with cppariunities 1o reestess ther lechnology landscape, specifically the wse af
ernpbography. To malke the most oul of technology solulions that help mitigate quanium risk, organizations should make stralegic
lechnology decisions thal supporl “cryplo-agiily™ 1o achisve ther Sacunily objedcives

Collaboration

Encourage collaboration across ecosystems

Cuanturn risk i a systemic risk. An sffective quanburm security sirategy includes collabarating and sharing indorration with other
orgarizations 1o idenlify rsks throughautl the acosysben and suppliers bo joirtly miligabe such risks.

https://www.weforum.org/publications/quantum-readiness-toolkit-building-a-quantum-secure-economy/
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